HARVARD PILGRIM LISTENS
TERMS OF USE

Harvard Pilgrim LISTENS is a consumer panel offered by Harvard Pilgrim Health Care, Inc.
(“Harvard Pilgrim”) through its partnership with Vision Critical Communications (US), Inc.
(“Vision Critical””). To become a participant in our consumer panel, you must agree to Harvard
Pilgrim’s terms of use (“Terms of Use™), as may be updated from time to time.> Please take time
to ensure that you understand the following terms associated with your use of the Harvard
Pilgrim LISTENS website.

Acceptable Use

You agree to use the Harvard Pilgrim LISTENS site only for lawful purposes and in accordance
with the Terms of Use. Any conduct by a person that, in Harvard Pilgrim’s discretion, restricts
or inhibits any other person from using or enjoying the Harvard Pilgrim LISTENS website is
strictly prohibited. By using the Harvard Pilgrim LISTENS web site, you further agree that you
will not: (i) use the web site for any illegal or criminal activity, including, but not limited to,
threats of physical harm or harassment, theft or infringement of copyrights, trademarks, trade
secrets or other intellectual property rights, fraud, forgery, or theft of personal information; (ii)
use the website to violate the security of a network, service or other system, whether successful
or not, or to modify, erase, or damage any information contained on the computer of any user
connected to the web site; (iii) post or transmit any unlawful or otherwise objectionable material
of any kind on the web site, or (iv) use the web site in any manner that is inconsistent with the
Terms of Use.

Disclaimer

Harvard Pilgrim, along with our online partners, supplies all information contained on this web
site. While we try to maintain only current and accurate information, we disclaim any implied
warranty or representation about its accuracy or completeness, or appropriateness for a particular
purpose. As the recipient of this information, you assume full responsibility for using the
information at this web site, and you understand and agree that Harvard Pilgrim is neither
responsible nor liable for any claim, loss, or damage resulting from its use.

The mention of specific products or services at this site, including information provided by other
users or panel participants, does not constitute or imply a recommendation or endorsement by
Harvard Pilgrim, unless it is explicitly stated. The views and opinions of authors, users or panel
participants do not necessarily state or reflect those of Harvard Pilgrim. This web site may
provide specific health information, none of which is intended to be specific to your medical
condition. Nothing contained, expressly or implied, at this site is intended or shall be construed
as medical or other professional advice by Harvard Pilgrim.

For specific medical advice, diagnosis and treatment, contact your personal physician.

! Harvard Pilgrim reserves the right to update the Terms of Use from time to time. Any updates to the Terms of Use
will be made available to panel participants through the Harvard Pilgrim LISTENS website.



If you are enrolled in a Harvard Pilgrim product and require a response to non-medical questions
or problems related to your benefits or the coverage provided under your health plan, please call
Member Services at 1-888-333-4742.

Links to other sites

This web site may contain links to other web sites for your convenience. However, Harvard
Pilgrim disclaims any responsibility for the content, information or the privacy and security
policies contained on those other web sites, and does not exert any editorial or other control over
those sites.

Benefits

Harvard Pilgrim does not expressly or implicitly recommend or endorse the specific services or
products referenced at other web sites linked to the Harvard Pilgrim LISTENS site or provided
by other users or panel participants, unless explicitly stated. The services, products, or providers
on this site, linked web sites, or in listings of network doctors and hospitals may not be covered
in your particular benefit package or included in your provider referral network. We offer this
information to be comprehensive, but it is not linked to your benefits plan. You must consult
your specific benefits plan, physician referral network or contact Member Services at 1-888-333-
4742 if you have any questions about your benefits or the coverage provided under your health
plan.

Privacy and Security:

Browsing our web site

In the normal course of visiting the Harvard Pilgrim LISTENS web site, viewing pages, or

downloading information, Harvard Pilgrim and/or Vision Critical will gather and store certain

information about your visit automatically. This information is used to help make the site more

useful to visitors -- to learn about the number of visitors to our site and the types of technology

our visitors use. Unless it is specifically stated otherwise, no additional information will be

collected about you that you have not actively provided.

This information does not identify you personally. We can automatically collect and store the

following types of information about your visit:

e The name and version of your computer's operating system and browser: for example,

Windows 95/Netscape Navigator 4.5. (This information is supplied automatically by your
computer.)

Cookies

Some pages on this web site employ browser session "cookies." A cookie is a small piece of data
that a web site transfers to your computer's hard disk to allow the server to distinguish your
session from that of others while you are connected. Requests to send cookies are not designed to
collect information about you, but only about your "browser session.” The cookies make it easier
for you to use the dynamic features of our web site. The cookies and the information about your
session are automatically destroyed shortly after you close your browser. The information is not
permanently stored on your computer. We do not collect personal information about you that you
did not actively provide, except as otherwise described in the Terms of Use.



Use of personal health information (PHI)

Harvard Pilgrim is committed to ensuring the privacy and confidentiality of our members'
Protected Health Information (PHI). We collect and disclose such information only according to
our strict confidentiality policies and federal and state laws designed to maintain privacy,
including the Health Insurance Portability and Accountability Act of 1996 (HIPAA) Privacy
Rule. The HIPAA Privacy Rule took effect on April 14, 2003, and requires Harvard Pilgrim to
provide its members with a Notice of Privacy Practices. The notice explains how we use
information about our members and under what conditions we are permitted to share that
information with others. For more information, you may access Harvard Pilgrim’s Notice of
Privacy Practices.

As a participant in the Harvard Pilgrim LISTENS consumer panel, you may be asked to supply
personal information, including PHI, when you choose to complete our consumer surveys.
These surveys will be completely voluntary and you can choose to disclose this information or
not. Except as described in the “Information You Disclose in Online Forums” section below,
your information provided through the Harvard Pilgrim LISTENS web site is protected by and
subject to Harvard Pilgrim’s Notice of Privacy Practices, which is incorporated by reference into
the Terms of Use.

Security is also a priority at Harvard Pilgrim. Except as described in the “Information You
Disclose in Online Forums” section below, appropriate measures are taken to protect the
confidentiality, integrity, and availability of information about our members. Only authorized
users are allowed to access PHI. Harvard Pilgrim enforces a high level of protection, i.e., 128-bit
Secure Socket Layer (SSL) encryption, for securing transmissions between a user's browser and
this web site. Except as described below, content on this site is protected against unauthorized
access.

Information You Disclose in Online Forums

As a participant in the Harvard Pilgrim LISTENS consumer panel, you may be asked to engage
in online focus groups or discussion boards with other panel participants. The focus groups and
discussion boards are completely voluntary and you can choose to provide information on these
participant forums at your own discretion. If you choose to engage in an online focus group or
discussion board, the information you provide will not be protected by or subject to the Harvard
Pilgrim privacy and security policies described in this Terms of Use and Harvard Pilgrim
disclaims any responsibility for maintaining the privacy and security of such information.

E-mail security

E-mail sent over the Internet is not secure and should not be used to communicate confidential
and/or health information directly to Harvard Pilgrim. Please be aware that Harvard Pilgrim
cannot guarantee the confidentiality or security of any information you send to us over the
Internet when using e-mail. Harvard Pilgrim shall not be liable for any breach of confidentiality
resulting from such use of e-mail via the Internet. Harvard Pilgrim will not use e-mail to
communicate confidential and/or health information unless the e-mail is secured in accordance
with Harvard Pilgrim's Corporate E-Mail Policy.


https://www.harvardpilgrim.org/pls/portal/Shared_path?path=memberpage:213,159692:253,244737:849,244731:848,244719
https://www.harvardpilgrim.org/portal/page?_pageid=213,160133&_dad=portal&_schema=PORTAL

Communicating with us

Medical questions or concerns about your care or treatment should be directed to appropriate
health care professionals. Harvard Pilgrim will not respond to requests for personal medical
advice made through this web site. If you require a response to non-medical questions or
problems related to your benefits or the coverage provided under your health plan, please call
Member Services at 1-888-333-4742. If you need technical support with using the Harvard
Pilgrim LISTENS website, please click on the following email address:
support@harvardpilgrimlistens.org.

Copyright/Use Limitations:
EXISTING Copyright © 2013 Harvard Pilgrim Health Care, Inc. All rights reserved.

All of the content contained on the Harvard Pilgrim LISTENS web site, including text, art,
graphics, logos, button icons, images, pictures, and audio clips, as well as the software and
trademarks, trade names, brand names and services marks, are the property of Harvard Pilgrim or
Vision Critical, as applicable, and are protected by copyright and other intellectual property laws.
The contents on this site are provided for lawful purposes only. Harvard Pilgrim and Vision
Critical shall not be responsible for any third party’s use of the contents; however, if such use is
deemed to be inappropriate, improper, offensive, a misrepresentation or reproduced for the
purpose of commercial means, Harvard Pilgrim and/or Vision Critical may take appropriate legal
action and/or take steps to publicly correct the record.

The contents of this site may be displayed, reformatted and printed for personal, non-commercial
use only. Any copy of information obtained through the web site must include the copyright
notice. Removing or altering the copyright notice on any material on this web site is prohibited.
Participants on this site shall not use the content for commercial purposes, including
reproduction and sale, without the prior written consent of Harvard Pilgrim or Vision Critical, as
applicable. Use or misuse of Harvard Pilgrim's or Vision Critical’s trademarks, service marks or
logos is expressly prohibited and may violate state and federal law.


mailto:support@harvardpilgrimlistens.org

