
Confidential. Please do not distribute.

Setting Up 

Multi-Factor 

Authentication

for Employers



2 Confidential. Please do not distribute.

What is multi-factor authentication?

Multi-factor authentication (MFA) is a security process where two or more verification 

methods must be provided to gain access to a system, application, or network.

Logging into your employer account requires:

• your username and password and

• a verification code

You can:

• use your email to obtain a verification code or 

• use an authenticator app to obtain a verification code

This guide provides an overview of the one-time setup for multi-factor authentication.
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Employer 

Account
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Let’s get started!

Select 
Employer Login
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Employer account login

1. Type your Username.

2. Type your usual Password.

3. Select Log in.
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Get more information from the FAQ

The multi-factor authentication 

setup screen is displayed.

Select the link for 

multi-factor authentication

for more information and

answers to common questions.
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Choose a validation method

Decide where to obtain 

verification codes when 

you log in.

The following sections provide 

overviews of the choices:

• Email

• Authenticator app You can switch 

methods later!



Using Email Verification

One-time setup
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Choose email verification 

1. Select Email.

2. Select Continue.
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Send an email verification code

1. Confirm your email address.

2. Select Send verification 

code.

To change 

your address, 

contact us!
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Provide your verification code

1. Obtain the code

from your email.

2. Type the code

on the verification

page.

3. Select Verify code.

The employer account

home page is displayed.

In the future, if you login 

from a new location or 

computer, you will be 

asked for a new verification 

code sent to your email.

Time out?

Send another 

code!



Using an Authenticator App

One-time setup
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Choose authenticator app verification

1. Select Authenticator app.

2. Select Continue.
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Open your authenticator app

On your mobile device:

Open an authenticator app such as 

Microsoft Authenticator.
You must have 

an authenticator 

app installed
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Add an employer account to your app

1. Select      to add a new account.

2. The Scan QR code 

box is displayed.

Or add the 

account 

manually

2

1
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Add an employer account to your app

1. Using the app, scan the QR code.

The account is added to the app.

2. Select Continue below the QR code.

Or type into 

the app 

manually.
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Provide your verification code

1. Obtain the verification 

code from the app.

2. Type the verification code.

3. Select Verify code.

The employer account

home page is displayed.

In the future, if you login 

from a new location or computer,

you will be asked for a new verification code.

Use the authenticator app to obtain a code.



Changing Authentication Method

Email or Authenticator App
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Changing your authentication method

You can change authentication 

methods on the employer account.

1. Select Update Personal 

Information in the left menu.

2. Select Change MFA 

preference.
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Set your preference

Change where to obtain 

authentication codes when 

you log in. 

1. Select Email or 

Authenticator app.

2. Select Continue.

3. Complete the setup.
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Close the window

When the update is 

complete, you can close 

the window and return to 

your account.



Thank you

For additional information, please contact

the Broker/Employer Service Team for support on 

Monday, Tuesday, Thursday, and Friday from 8:30 a.m. to 5:00 p.m. 

and on Wednesday from 10:00 a.m. to 5:00 p.m. at (800) 637-4751.
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